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V/v canh béo nguy co mét an
toan, an ninh thong tin tir cong
nghé truyén hinh s6 va SmartTV
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- Céc Ban Quan ly du an duong sat;

- Trudong Cao dang nghe dudng sit;
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- Céac Cong ty Co phan dudng sat;
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Ngay 23/5/2017, Tong cong ty Pudng sit Viét Nam nhan duge cong van 6 Tuetss
278/BGTVT-TTCNTT vé viéc canh bdo nguy co mét an toan, an ninh thong tlﬁ b
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cong nghé truyén hinh s va SmartTV.

Theo ndi dung cong van nay, hién da xuat hién nhiéu loai mi doc ¢, kha\ TN
nang tién cong vao cic SmartTV, dién hinh 12 ma doc Flocker. Dy la ma doc rat;,?,.~ o
nguy hiém, hién c6 hon 7.000 bién thé, c6 kha ning phat tan qua dudng 1nternet
Sau khi lay nhiém, ma doc sé& chiém quyén didu khién SmartTV, ma hoa dit liéu dé
doi tién chude.

Mot hinh thirc tAn céng khac vao SmartTV duge thuc hién thong qua song
vo tuyén k¥ thuat sd, sau dé chiém quyén diéu khién va bién SmartTV thanh cac
thiét bi do tham hodic mot nut trong hé théng may tinh ma (botnet) dé thuc hién céc
vu tién cong tir chdi dich vu phén tan (DDoS). Hinh thirc tdn cong nay hién chi ap
dung cho truyén hinh sé mat dit DVB-T va truyén hinh bang théng rong HbbTV.

Theo thong tin tir Wilileaks, CIA hién ding rat nhidu phan mém dé tan cong
mang, bao gdm xam nhdp SmartTV qua phin mém “Weeping Angel”, lam ti vi
muc tiéu & ché do “Gia v tat” (Face off), trong khi thiét bi van bat dé nghe 1én,
ghi lai ngi dung trao doi va giri théng tin qua internet dén may chu CIA.

Ngoai ra, trong qua trinh két ndi internet, cidc SmartTV ¢ kha ning bi chén
duong dan vao cac website x4u, doc hai, thdm chi c6 kha nang tuyén truyén chéng




pha Pang, Nha nudc. Day la ngudn thong tin kho kiém duyét trong qua trinh st
dung.

Vi tinh hinh trén, thuc hién yéu ciu ctia Bo Giao thong van tai, Té)ﬂg cong
ty Duong sit Viét Nam Viét Nam yéu ciu cac don vi khan truong thyc hién cac
ndi dung sau:

1. Tang cudng tuyén truyén cho CBNV v& nguy co mat an toan, an ninh thdng
tin va cac bién phap phong ngira, ning cao y thic canh giac khi st dung SmartTV
tai cac don vi;

2. Khong st dung SmartTV ¢6 két ndi internet hodc truyén hinh k¥ thuét s&
mat dét va truyén hinh bang thong rdng tai phong hop, phong lam viéc.
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